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What is Network Forensics? 

"Network forensics is a sub-branch of digital forensics relating 
to the monitoring and analysis of computer network traffic for 
the purposes of information gathering, legal evidence or 
intrusion detection." - Wikipedia 
 
Or, listening to the wire for fun, ???, profit, and lulz.   



How Network Forensics Affects Us    

•  (Almost) Everything we do is network based // uses a 
network 

 
•  We send: usernames, passwords, hashs, url's, personal 

information, credit card information, chats, lolcats, reddit 
comments, etc. over the Internet. 

 
•  Our applications send: licensing and registration data, 

update information, demographic information, UUID 
information, etc. 

 
•  All network data can be filtered, logged, and analyzed by a 

third party. 



How Our Phones Could F**ck Us 

•  Conversation recording 
•  Call history 
•  Private Keys 
•  Emails 
•  Usernames // Passwords 
•  Usage Data 
•  GPS Location 
•  Movement data (accelerometer) 
•  Data ex-filtration (Pics, Txt's, etc.) 
•  AND MORE! 



Anyone can build a freaky evil app 



...but what are current apps doing? 



Previous Research 

•  Wall Street Journal 
o  Privacy Articles 
o  Android Articles 

•  Aldo Cortesi: 
o  A coder and security consultant living in Dunedin, New 

Zealand. 
o  http://corte.si/index.html  



Scientific Method! 

1. Question  
2. Hypothesis 
3. Experiment 
4. Testing Methodology 
5. Applications Tested 
6. Results 
7. Conclusion 



Question 

To what extent do participants in the cellular ecosystem (OS 
creators, app creators, carriers, etc) respect user privacy? 



Hypothesis 

Software applications and operating systems transmit private 
user information to the author or third parties, without the 
user's knowledge or consent: 
•          Personal data/identifying data 
•          User names 
•          Passwords 
•          Contact lists 
•          Location data 
•          Usage statistics 
•          Timing of activities 
•          Other Content 



Experiment 
 
•  Build a lab 
•  Install and use apps on Android Phone  
•  Capture Packets 
•  Analyze Packets 
•  ??? 
•  Profit! 



Experiment 

Building a lab! 
 
•  1x Verizon Femtocell 
•  1x Original A855 Motorola Droid 
•  1x WRT54GL Wireless Router 

o  DD WRT  
•  1x Sniffing Laptop 

o  SSL Strip 
o  TCP Dump 

•  1x Internet Connection 



Original Testing Methodology 

Tests are broken into 4 parts 
            Application Tests 
            -Purchase/Install of the application 
            -Initial usage and setup of the application 
            -Regular Usage of Application 
            -Uninstalling the application 
 
            OS Tests 
            -First usage 
            -Light usage 
            -IDLE Time 
            -Re-setting the phone 
 
    



Actual Testing Methodology 

-Install Apps 
-SSLStrip + TCPDump each app/OS 
  
...makes for a fun drinking game.  
 



Apps Being Tested 

•  Angry Birds 
•  Chinese App  
•  enel-solar 
•  Facebook 
•  Google.com (via browser) 
•  Intelli Pilot 
•  Mousetrap 
•  Pandora 
•  Red Phone 
•  Words With Friends 
•   Zynga Poker 

 
             



It's A Work In Progress 



What We Have to Work With 



Let's Start Analyzing! 

•  Let us start poking around with all the captured files 
o  Peering around in Wireshark 
o  Analyzing Conversations 
o  Strings + Grep 
o  DNS Play 
o  ARGUS Flows 



WireShark 



Conversation Analysis 

Basic reading of the captures 
$ tshark -r *.pcap 
 
List conversations. 
$ tshark -qn -z conv,tcp,ip -r $FILE.pcap 
 
...Whois like a mofo 



What servers are we talking to 
(Zynga)? 
ws.tapjoyads.com 
ma.mkhoj.com 
cvt.mydas.mobi 
mobile.poker.zynga.com 
cvt.mydas.mobi 
ws.tapjoyads.com 
mobile.poker.zynga.com 
m.facebook.com 
static.ak.fbcdn.net 
www.facebook.com 
m.facebook.com 
static.ak.fbcdn.net 
www.facebook.com 
static.ak.fbcdn.net 
profile.ak.fbcdn.net 
 



What servers are we talking to 
(Zynga)? 
static.ak.fbcdn.net 
www.facebook.com 
mobile.poker.zynga.com 
www.macromedia.com 
mobile.poker.zynga.com 
www.adobe.com 
stats.iphone.zynga.com 
mobile.poker.zynga.com 
profile.ak.fbcdn.net 
mobile.poker.zynga.com 
facebook.poker.zynga.com 
mobile.poker.zynga.com 
playerstatics1.poker.static.zynga.com 
statics.poker.static.zynga.com 
playerstatics1.poker.static.zynga.com 
 



What is being sent without you 
knowing? 



Strings 

Strings is quick and dirty 
$strings *.pcap | grep "[http://, password, w00tdefcon, etc.]" 



Strings | General Output 

$strings *.pcap | grep "w00tdefcon" 
Apps exposing password (remember, we are SSL Stripping): 
•  Facebook 

  
$strings *.pcap | grep "droid.net.foren@gmail.com"  
 Apps exposing email: 
•  Facebook  
•  Words With Friends 
•  Zynga Poker  



Strings | Words With Friends 

$strings wordswf.pcap | less 
  
{"data":{"Id":"254912c0","acceptLanguage":"","adPool":0,"adSizes":
["320x48","320x24","300x50","250x50","320x480"],"bundleId":"com.zynga.words","ccs":"31000;Verizon 
Wireless;CDMA","cct":2,"cctDetailed":"","clientDateTime":"4,842","cookie":
[{"domain":"appadserver.com","expires":"Thu, 23 Jun 2011 14:42:31 GMT","maxage":
86400,"name":"iuq1S7ZzRhvUejl0-cTBRERA","path":"/","value":"x"},
{"domain":"appadserver.com","expires":"Wed, 22 Jun 2011 15:02:31 GMT","maxage":
1200,"name":"loc","path":"/","value":"hPfbpX1WMnIDQ9sEsNMeag4tK2k/Q6zry+BisZm8nx4AKRl3WMU//
uVudIRG+5YVPgzSpa7mKiNMKPkHL+3hLCnR62ytEKWDu04a1L+Kj6o="},
{"domain":"appadserver.com","expires":"Mon, 12 Dec 2016 14:42:31 GMT","maxage":
172800000,"name":"u","path":"/","value":"KG1GgnC5vEe0xdwq3SKpCw"}],"crParms 
":"","debugFlags":0,"deviceId":"9aace5ebb3b2a1d3e31bbad914813153d2b4cefd","ipAddress":"", 
"noTrack":0,"placement":"","pubTargeting":"Millennial=1","publisher":"q1S7ZzRhvUejl0-
cTBRERA","rvCR":"","type":"iq","userAgentInfo":
{"Build":"1.7.2.116","Density":"High","Device":"Droid","DeviceFamily":"verizon","Platform":"Android" 
,"PlatformVersion":"2.2.2","ScreenResolution":"480x854","v":"1"},"zone":"0955151879139204689"}} 



Strings | Words With Friends 

  
  
path":"/","value":"hPfbpX1WMnIDQ9sEsNMeag4tK2k/Q6zry+BisZm8nx4AKRl3WMU//uVudIRG
+5YVPgzSpa7mKiNMKPkHL+3hLCnR62ytEKWDu04a1L+Kj6o="},
{"domain":"appadserver.com","expires":"Mon, 12 Dec 2016 14:42:31 GMT","maxage":
172800000,"name":"u","path":"/","value":"KG1GgnC5vEe0xdwq3SKpCw"}] 
,"crParms":"timestamp=1308754393784,appversion=3.51,email='droid.net.foren
%40gmail.com' 
,gwf_id=31443183,last_move_was_a_word=1,last_move_word='about',last_move_score=18, 
words='about',pass_and_play=1","debugFlags":
0,"deviceId":"9aace5ebb3b2a1d3e31bbad914813153d2b4cefd" 
,"ipAddress":"","noTrack":0,"placement":"","pubTargeting":"timestamp=1308754393784,appversion=3.51, 
Millennial=2,last_move_was_a_word=1,last_move_word='about',last_move_score=18,words='ab
out', 
pass_and_play=1","publisher":"q1S7ZzRhvUejl0-cTBRERA","rvCR":"","type":"iq", 
 



Strings | Google.com 

BAILEY-PC_Network  
94:44:52:5e:78:xx 
Belkin.58F8  
30:46:9a:3d:ce:xx 
OWNER-PC_Network  
00:22:75:58:0d:xx 
Slampig  
00:24:b2:50:f9:xx 
seriesoftubes  
94:44:52:3d:8a:xx 
kill  
00:1c:df:f6:5a:xx 
yaquis  
00:17:3f:e8:ce:xx 
pieceofshit  
68:7f:74:c5:e4:xx 
[...] 



Strings | Google.com 

fg3EnA:ZHMt2zkSDMwGTvXx:QhSA90NM6_DlyA0S:CzGLQulQYZuHNKTy:zmMAuhLgJ
1maRYuY:ZkilgzONHDfiNlXy:mGNpSWTLDyMV-39w:AMR_DQgqXyUOf7Da; 
devloc=468xxxxx:-1140xxxxx:21; HSID=A5likOthDuKnGqHMM; 
MPRF=H4sIAAAAAAAAAKs4u-
b08261LiaGSUwKqQYmlpaphkmGZmbGlonGKWamyQbJFklJhsnGhgYWBoYTmBkAziEK
gDAAAAA; NID=48=Jveim4GhoNx6ViXf_6b7Lh-gLKzL2wgJuFoANQ8xh-5a-
Ry1r2HA75353ATRtF5D6amyxyPOhVoe-
kWIGyRBZYKTPVug9LH3xxnASulqOs7YiWN9Cx9zBKniO-jfHJ3H; 
PREF=ID=9ae930e9b2149d59:U=785173e78f0434c7:TM=1308545456:LM=1308545456:
S=1JH-bPtba8ixWdkX; SID=DQAAAKYAAACMhbFUDFZ27g-54PL-
apylTPEqkaPEmzcplS9hEgUARK-
ZBp4OVmOhg6QZv6qUIOuBBC16QxlDJ3rbKSUZcQyImv7Wj52TtKJi03IxfCf-
R85FtE5z6mhs3yAhrQf1uoAGFTUcZfqaW2523Ox2rTb7QzIC1ANLDIILeKZIKQXcBijqfZz
bY0Eb-e1oBfeRpK6lyIigXkF8mem8IrJY2JV1ODueljecWYJRrFqwVwYKvg; 
SSID=AV0Q0t23EIGKoco2I 



Strings | Google.com 

{lan_mac::00:1C:10:B3:CC:EE 
{wan_mac::00:1C:10:B3:CC:EF 
{wl_mac::00:1C:10:B3:CC:F0 
{lan_ip::192.168.1.1 
... 
{wl_mode_short::ap 
{lan_proto::dhcp 
{mem_info::, 
... 
{active_wireless::'xx:xx:xx:xx:6F:A7','eth1','N/A','N/A','-54','-92','38' 
{active_wds::} 
{dhcp_leases::} 
{uptime:: 17:03:50 up 3 min, load average: 0.17, 0.20, 0.08 
{ipinfo::&nbsp;IP: 72.174.68.xxx 
{gps_text:: 
{gps_lat:: 
{gps_lon::} 
{gps_alt:: 
{gps_sat:: 



Why do they need this data?  



Why Data is Collected: 

(I'm hypothesizing here) 
•  Advertising 
•  Statistics... 
•  Advertising 
•  Legitimate Business Purposes 
•  Advertising 
•  Increasing value of service 
•  Advertising 
•  ... 



What about MiTM? 

•  Traffic can be intercepted 
•  SSL Strip  
•  Exploits  
•  Etc. 



Question (Refresher) 

To what extent do participants in the cellular ecosystem (OS 
creators, app creators, carriers, etc) respect user privacy? 



Not Very Much. 



Hypothesis (Refresher) 

Software applications and operating systems transmit private 
user information to the author or third parties, without the 
user's knowledge or consent: 
•          Personal data/identifying data 
•          User names 
•          Passwords 
•          Contact lists 
•          Location data 
•          Usage statistics 
•          Timing of activities 
•          Other Content 



Were We Right? 



Hypothesis (Refresher) 

Software applications and operating systems transmit private 
user information to the author or third parties, without the user's 
knowledge or consent: 
•          Personal data/identifying data YES 
•          User names YES 
•          Passwords YES 
•          Contact lists YES 
•          Location data YES 
•          Usage statistics YES 
•          Timing of activities YES 
•          Other Content YES 



Conclusion 

•  Your smartphone erodes your privacy 
•  You agreed to it 
•  Why does it matter? 



Conclusion | Future Research 

•  Mapping out advertising networks 
•  Fully cataloging information an app is 

sending / receiving 
•  Automating the above process 
•  ... 



Cheers! 

Have a safe trip home. 


